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Abstract: Sophisticated cyber campaigns increasingly span multiple organizations, yet attribution 

evidence remains fragmented across isolated security silos. This article presents a federated 

heterogeneous threat knowledge graph framework that enables cross-organizational threat 

attribution without centralizing sensitive raw telemetry. The architecture aligns entity and relation 

schemas through a privacy-preserving alignment layer, then performs dual-stream reasoning that 

combines structural neighborhood propagation with semantic path evidence. A trident-style fusion 

mechanism integrates three complementary signals: topology-aware message passing, temporal 

campaign consistency, and cross-graph entity resolution. Experiments on a simulated federation of 

five organizational subgraphs, containing approximately 1.2 million nodes and 4.7 million edges, 

show that the proposed approach improves attribution accuracy from 0.71 to 0.89 and reduces false 

attribution rate from 0.18 to 0.06 compared with single-graph baselines. Ablation results indicate 

that removing either stream degrades performance by 7 to 13 percentage points, confirming the 

necessity of dual-stream design. The framework also maintains practical inference latency under 

240 milliseconds per query, supporting near-real-time analyst workflows. These findings suggest 

that federated heterogeneous graph reasoning offers a viable path toward collaborative, privacy-

aware cyber threat attribution across organizational boundaries. 
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1. Introduction 

1.1. Research Background and Motivation 

Advanced persistent threats increasingly exploit supply chains and trusted third 

parties to cross organizational boundaries, yet attribution remains confined within 

isolated security operations centers where telemetry is locally scoped. This fragmentation 

produces blind spots, since a credential dumping event observed by one enterprise may 

surface as command-and-control beaconing in another, and no single organization can 

reconstruct the full campaign [1]. Collaborative reasoning over heterogeneous evidence 

is therefore essential, but it must respect data sovereignty [2]. Recent work on dual-stream 

attribution over heterogeneous threat knowledge graphs demonstrates that structural and 

semantic evidence can be jointly modeled to strengthen campaign-level inference, 

offering a foundation for such collaboration [3]. Building on this direction, the present 

research investigates federated heterogeneous threat knowledge graphs that permit joint 

reasoning without centralizing sensitive records [4, 5]. Beyond security operations, 

agentic language models are being adapted to interactive entertainment, with training 

frameworks that target tool awareness for live-streaming performers [6]. 

1.2. Problem Statement and Contributions 
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Accurate attribution of advanced persistent threats becomes fundamentally difficult 

once the requisite knowledge is fragmented across organizational boundaries, where each 

participant maintains its own schema, naming conventions, and disclosure restrictions [7]. 

Existing approaches largely assume a single consolidated repository, an assumption that 

collapses under realistic federation conditions [8, 9]. To address this gap, we first 

formalize a federated heterogeneous threat knowledge graph model that preserves local 

schema autonomy while permitting cross-organizational reasoning [10]. Building on this 

foundation, we introduce a dual-stream attribution method that jointly exploits graph 

topology and semantic evidence paths, fusing structural, temporal, and entity-resolution 

signals through a trident-style aggregation mechanism [11]. This design allows 

complementary views of adversary behavior to reinforce one another rather than compete. 

Empirical evaluation under realistic federation settings demonstrates substantial gains 

over both single-graph and single-stream baselines, confirming that decentralized, 

schema-diverse knowledge can be reconciled without sacrificing attribution accuracy. 

2. Literature Review 

2.1. Threat Knowledge Graphs and Attribution 

Knowledge graphs have become a foundational representation for cyber threat 

intelligence, encoding relationships among indicators, malware families, campaigns, 

threat actors, and supporting infrastructure [5]. Attribution methods built on such graphs 

generally exploit neighborhood similarity, path-based reasoning, or embedding-driven 

link prediction to associate observed activity with known adversaries [4, 12]. These 

techniques, however, presuppose a single, centrally governed repository, an assumption 

that rarely holds in practice. When evidence resides with separate organizations, 

divergent schemas and absent cross-organizational links substantially degrade recall. As 

illustrated in Figure 1, local graphs maintained by individual organizations must first pass 

through a privacy-preserving schema alignment layer before a unified federated 

heterogeneous threat knowledge graph can be constructed [3, 13]. Building on this 

foundation, recent work on dual-stream reasoning over heterogeneous threat knowledge 

graphs, exemplified by the Trident approach, shows that decoupling structural and 

semantic evidence channels yields greater robustness against noisy or incomplete data. 

The architecture in Figure 1 reflects this insight directly: a dual-stream reasoning engine 

separates a structural stream from a semantic stream, whose outputs are then reconciled 

by a Trident fusion module to produce final attribution of actor, campaign, and confidence. 

This design principle informs the approach adopted in the present study. 
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Figure 1. Conceptual Architecture of Federated Heterogeneous Threat Knowledge Graph 

Attribution 

2.2. Federated Learning and Privacy Constraints 

Federated learning provides a template for collaborative model training without raw 

data exchange, yet applying it to threat intelligence requires accommodating 

heterogeneous graph schemas rather than uniform feature vectors [14]. Existing federated 

graph learning methods concentrate on node classification or link prediction within 

homogeneous graphs, and they seldom confront entity resolution across independently 

curated ontologies or the temporal drift characteristic of adversarial campaigns [3]. A 

dual-stream attribution architecture over heterogeneous threat knowledge graphs 

illustrates how parallel representation channels can be reconciled under such 

fragmentation, suggesting that schema alignment and evidence localization need not be 

mutually exclusive. This gap motivates a federation design that aligns schemas at the type 

level while keeping instance-level evidence local [2]. In parallel, data curation followed 

by supervised fine-tuning has been used to shape agent behavior in entertainment settings, 

where personality is treated as an explicit training target for live-streaming agents [15]. 

3. Materials and Methods 

3.1. Federated Heterogeneous Graph Construction 

Each participating organization contributes a local subgraph whose node types 

include indicators, malware samples, infrastructure assets, campaigns, and threat actors, 

while relation types cover communication, exploitation, hosting, and temporal co-

occurrence. A type-level alignment layer maps local schema elements to a shared upper 

ontology without exposing instance identifiers, ensuring that semantic interoperability is 

achieved at the schema level rather than through raw data exchange [5]. As detailed in 

Table 1, the federation configuration spans five organizations with heterogeneous scales 

and privacy constraints: Org A (310,000 nodes, 1,180,000 edges, 7 node types, 11 relation 

types, high privacy), Org B (245,000 nodes, 960,000 edges, 6 node types, 9 relation types, 

medium privacy), Org C (198,000 nodes, 720,000 edges, 5 node types, 8 relation types, high 

privacy), Org D (276,000 nodes, 1,050,000 edges, 7 node types, 10 relation types, low 

privacy), and Org E (171,000 nodes, 790,000 edges, 6 node types, 9 relation types, medium 

privacy). The resulting federated graph is heterogeneous in both node and edge 

dimensions, and it is stored in a distributed manner so that no single party holds the 
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complete instance-level view. This architectural choice preserves local autonomy while 

enabling cross-organizational reasoning, a design principle that also underpins dual-

stream attribution over heterogeneous threat knowledge graphs [16, 17]. 

Table 1. Federation Configuration and Graph Statistics 

Organizatio

n ID 

Node 

Count 

Edge Count Node 

Types 

Relation 

Types 

Privacy 

Level 

Org A 310,000 1,180,000 7 11 High 

Org B 245,000 960,000 6 9 Medium 

Org C 198,000 720,000 5 8 High 

Org D 276,000 1,050,000 7 10 Low 

Org E 171,000 790,000 6 9 Medium 

3.2. Dual-Stream Reasoning Architecture 

The reasoning engine operates through two parallel streams, as illustrated in Figure 

2. The structural stream performs topology-aware message passing over the federated 

graph, aggregating neighborhood evidence across aligned entity types to produce a 

topology signal. In parallel, the semantic stream extracts and scores evidence paths linking 

observed indicators to candidate actors, subject to relation-type constraints and temporal 

ordering, thereby yielding a temporal signal [13, 18]. This division of labor across 

specialized streams follows the principle demonstrated by Zhang et al., who show that 

complex task solving can be substantially improved by separating planning, execution, 

and verification into specialized roles, using a dependency-aware task graph and an 

ordered interaction protocol to reduce single-perspective bias and long-chain error 

propagation [19]. A third pathway derives a resolution signal from cross-graph entity 

resolution confidence [3]. These three signals converge in a trident fusion gate, which 

implements a learned weighted combination with a gating mechanism that adapts to local 

evidence density. This design draws on recent advances in dual-stream attribution over 

heterogeneous threat knowledge graphs, where separating structural and semantic 

evidence has proven effective for disentangling complex actor behaviors. The fused 

representation subsequently drives both an attribution score and a confidence calibration 

stage, whose outputs are jointly consolidated into the final attribution output. By 

conditioning the gate on evidence density, the architecture remains robust when certain 

streams are sparse, ensuring that cross-organizational attribution does not collapse onto 

a single dominant modality. 
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Figure 2. Dual-stream Reasoning and Trident Fusion Pipeline 

3.3. Training Protocol and Evaluation Metrics 

The training protocol operates in a federated manner, where each participating 

organization performs local optimization over its private graph partition for a fixed 

number of epochs before the fusion gate parameters are synchronized through periodic 

aggregation. This design ensures that raw threat intelligence never leaves its host 

environment, while the shared attribution model still benefits from cross-organizational 

signals [16]. As detailed in Table 2, the configuration specifies 15 local epochs per 

federation round across 40 aggregation cycles, a learning rate of 0.001, a hidden dimension 

of 128, dropout of 0.3, a batch size of 512, and a held-out campaign proportion of 20%. 

Evaluation combines attribution accuracy, false attribution rate, mean reciprocal rank, and 

inference latency, with the held-out campaign split ensuring that test campaigns remain 

unseen during training and thereby simulating realistic adversarial drift. This dual-stream 

formulation, which jointly reasons over structural and temporal evidence within 

heterogeneous knowledge graphs, motivates the emphasis on robustness under 

distributional shift rather than on static benchmark performance alone. 

Table 2. Training Hyperparameters and Evaluation Settings 

Parameter Value Description 

Local epochs 15 Number of local training 

passes per federation 

round 

Federation rounds 40 Total aggregation cycles 

Learning rate 0.001 Optimizer step size 

Hidden dimension 128 Embedding size for graph 

nodes 

Dropout 0.3 Regularization rate 

Batch size 512 Samples per update 
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Test split 20% Held-out campaign 

proportion 

3.4. Baseline and Ablation Design 

To isolate the contributions of federation, heterogeneity handling, and dual-stream 

fusion, four baselines are established. The first two operate on a single organizational 

graph, employing either a purely structural encoder or a semantic-only encoder, thereby 

quantifying the benefit of cross-organizational evidence. A third baseline applies 

federated learning over a homogeneous graph, which reveals the performance gap 

attributable to unmodeled heterogeneity. The fourth baseline is a non-federated 

centralized upper bound, trained on pooled raw data, which indicates the privacy cost of 

federation. Ablations then remove the structural stream, the semantic stream, and the 

entity resolution signal in turn [5, 20]. The dual-stream design follows the principle of 

jointly exploiting topological and textual evidence, as demonstrated in recent APT 

attribution frameworks. Removing the structural stream tests whether relational topology 

alone suffices, while removing the semantic stream tests the converse. Eliminating entity 

resolution assesses how cross-organizational identity alignment affects attribution 

accuracy. Together, these conditions decompose the marginal value of each architectural 

component and clarify which design choices are essential under federated, heterogeneous 

conditions. 

4. Results 

4.1. Attribution Performance Across Configurations 

As illustrated in Figure 3, attribution accuracy rises monotonically across the five 

evaluated configurations, from 0.71 for the single-graph structural baseline to 0.92 for the 

centralized upper bound. The proposed federated dual-stream design occupies the 

second-highest position at 0.89, exceeding the federated homogeneous variant by a clear 

margin and trailing the centralized ceiling by only three points. This narrow gap indicates 

that distributing knowledge across organizational boundaries imposes a modest and 

tolerable utility cost, rather than a fundamental penalty [21]. The advantage of the dual-

stream formulation is most evident when contrasted with single-graph baselines, whose 

performance degrades sharply as additional organizations join the federation; by jointly 

encoding structural and semantic evidence over heterogeneous threat knowledge graphs, 

the proposed method sustains stable discrimination under the same conditions. A 

complementary trend appears in the false attribution rate, which declines from 0.18 to 0.04 

along the same ordering. Relative to the weakest baseline, the proposed approach reduces 

erroneous actor assignments by roughly two-thirds, confirming that the dual-stream 

design not only improves correct identification but also suppresses confident 

misattribution. The largest single improvement separates the federated homogeneous 

configuration from the proposed method, suggesting that heterogeneity-aware stream 

fusion, rather than federation alone, drives the observed gains. 
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Figure 3. Attribution Accuracy and False Attribution Rate Across Methods 

4.2. Ablation and Sensitivity Analysis 

Ablation experiments isolate the contribution of each trident component by 

selectively disabling one stream at a time while holding all other settings constant. As 

illustrated in Figure 4, the full model attains an accuracy of 0.89, and every ablated variant 

falls below this ceiling, confirming that no single signal is redundant. Removing the 

structural stream produces the steepest decline, dropping accuracy to 0.76, a reduction of 

approximately thirteen percentage points [22, 23]. This indicates that relational topology 

among heterogeneous entities carries the most discriminative evidence for cross-

organizational attribution. Eliminating the semantic stream yields a smaller but still 

substantial decrease to 0.82, roughly seven points below the complete configuration, 

which underscores the complementary role of textual and contextual representations. 

Disabling entity resolution results in an intermediate accuracy of 0.79, about ten points 

lower than the full model, reflecting the importance of aligning equivalent entities across 

federated knowledge graphs. The temporal signal contributes a more modest yet non-

trivial gain, as its removal reduces accuracy to 0.84. Collectively, these findings 

demonstrate that the three streams operate synergistically rather than competitively, and 

that the dual-stream design underlying the attribution framework remains robust even 

when individual components are withheld. Sensitivity analysis with respect to the 

number of federation rounds reveals rapid early improvement, with accuracy climbing 

sharply during the initial rounds before plateauing after approximately thirty rounds, 

suggesting that cross-organizational knowledge sharing reaches saturation beyond this 

point. This asymmetric contribution pattern resonates with the principle demonstrated by 

Liu et al., who show that uncertainty-aware mechanisms contribute most when local 

evidence is sparse, whereas complementary signals mainly affect robustness rather than 

average accuracy [24]. 
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Figure 4. Ablation Impact on Attribution Accuracy 

4.3. Efficiency and Scalability 

Inference latency remains a critical determinant of operational viability in cross-

organizational attribution, particularly as the number of participating entities expands 

[25]. As illustrated in Figure 5, the relationship between federation size and query 

response time follows a distinctly sublinear trajectory for the proposed framework, with 

latency values of 118, 142, 167, 195, and 224 milliseconds recorded as the organization 

count increases from two to ten. This contrasts sharply with the federated homogeneous 

baseline, which rises from 132 to 301 milliseconds over the same interval, exceeding the 

240-millisecond threshold beyond eight organizations. The performance advantage stems 

from the dual-stream architecture, which caches alignment and resolution outcomes 

across heterogeneous threat knowledge graphs, thereby amortizing the computational 

cost of cross-graph entity matching. Consequently, the marginal latency incurred by each 

additional organization diminishes as the federation grows, since repeated alignment 

queries are served from the cache rather than recomputed. Communication overhead per 

federation round exhibits a linear growth pattern with respect to organization count, yet 

remains well within practical bandwidth budgets for the simulated deployment. This 

linear scaling is expected, as each round requires parameter exchange with every 

participating node; however, the payload size per exchange is bounded by the sparse 

gradient updates characteristic of the attribution model. Together, these results indicate 

that the framework maintains both low-latency inference and manageable 

communication costs, supporting its deployment in realistic multi-organizational threat 

intelligence sharing scenarios. 
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Figure 5. Inference Latency Versus Number of Federated Organizations 

5. Discussion 

5.1. Interpretation of Findings 

The empirical outcomes suggest that distributing analytical workloads across 

organizational boundaries does not inherently erode attribution fidelity, provided that 

schema alignment and dual-stream reasoning are jointly engineered. The modest 

deviation from the centralized upper bound indicates that the majority of cross-

organizational signal remains recoverable through type-level alignment and entity 

resolution. Ablation results further reveal an asymmetry between the two reasoning 

pathways: the structural stream contributes the strongest single cue, yet the semantic 

stream proves indispensable for separating actors whose infrastructure patterns overlap. 

This complementarity is precisely what a dual-stream design over heterogeneous threat 

knowledge graphs is intended to exploit, since neither topology nor semantics alone 

suffices under federated conditions. As illustrated in Figure 6, the conceptual 

relationships among federation utility, dual-stream necessity, entity resolution value, 

acceptable latency, and the privacy trade-off form a closed loop rather than a linear 

pipeline [21]. The figure shows that preserving utility under federation creates the 

demand for dual-stream reasoning, which in turn raises the value of entity resolution; 

improved resolution keeps latency within acceptable bounds, and the resulting privacy 

trade-off feeds back into how much utility federation can sustain. This cyclical 

dependency clarifies why isolated optimizations of any single component yield 

diminishing returns. It also explains why the observed gap to centralized attribution is 

small but non-zero: residual loss concentrates where entity resolution remains ambiguous, 

not where federation itself constrains inference. 
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Figure 6. Summary of Key Findings and Their Relationships 

5.2. Limitations and Threats to Validity 

The evaluation presented here rests on a simulated federation rather than live cross-

organizational deployments, which constitutes the most immediate threat to external 

validity. While the simulation captures the principal dimensions of schema divergence, 

participating organizations in practice maintain idiosyncratic ontologies, naming 

conventions, and retention policies that are unlikely to be fully reproduced by any 

synthetic configuration. Consequently, the observed robustness of entity resolution may 

overstate what would be achieved under genuine operational conditions, where 

incomplete and inconsistently curated knowledge sources compound the alignment 

problem. 

A second concern arises from temporal drift [22, 23]. Adversary tradecraft evolves 

continuously, and the semantic regularities that anchor cross-graph alignment at one 

point in time may weaken or shift over extended horizons. The dual-stream design, which 

jointly reasons over structural and contextual signals within heterogeneous threat 
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knowledge, mitigates but does not eliminate this degradation, and longitudinal validation 

remains absent from the current study [2]. 

Finally, privacy protection is enforced through protocol-level mechanisms rather 

than formal differential privacy. Although the federated protocol restricts direct data 

exchange, it does not provide worst-case guarantees against inference attacks mounted by 

a strong adversarial participant. Quantifying such leakage under rigorous privacy 

accounting is therefore an open obligation, and the reported utility figures should be 

interpreted as upper bounds achievable only when all participants behave honestly. 

6. Conclusion 

6.1. Summary of Contributions 

This work delivers a federated heterogeneous threat knowledge graph framework 

that reconciles divergent organizational schemas without centralizing sensitive evidence, 

thereby enabling privacy-preserving cross-organizational advanced persistent threat 

attribution. A dual-stream reasoning architecture separates structural and semantic 

evidence channels, while a trident fusion mechanism consolidates topological, temporal, 

and resolution cues into a unified attribution decision. Collectively, these components 

address the fragmentation and signal heterogeneity that undermine conventional single-

graph approaches. Empirical evaluation across federated and centralized baselines 

demonstrates substantial gains in attribution accuracy alongside marked reductions in 

false attribution rates, with inference latency remaining within operationally practical 

bounds. The results establish that reconciling heterogeneous knowledge through 

federated dual-stream reasoning offers a viable and effective path toward reliable, 

privacy-conscious threat actor identification in multi-organizational environments. 

6.2. Future Directions 

Future research should establish formal privacy guarantees for cross-organizational 

knowledge sharing, particularly through differential privacy mechanisms that bound 

information leakage while preserving attribution utility. Adaptive schema evolution also 

warrants attention, as heterogeneous threat knowledge graphs must accommodate 

emerging indicator types and evolving adversary tradecraft without manual re-

engineering. Equally critical is adversarial robustness: federated architectures remain 

vulnerable to poisoning attempts, and defenses that detect or neutralize malicious 

contributions require systematic investigation. Extending the framework to streaming 

evidence and real-time campaign tracking would further strengthen operational 

relevance, enabling defenders to correlate indicators as they emerge rather than relying 

on periodic batch updates. Collectively, these directions address the tension between 

collaborative intelligence and institutional trust. 
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